Notes on Process Model and Components

First of all – don’t panic! While there are a lot of components in the model shown below, depending on the type and scale of project you are working on, you will likely apply only a portion of these components. In the figure below I show the overall process on the left, and the sets of components and products that correspond to each level of the process on the right. On the far right are two independent processes that are concurrent to architecture and design: modeling/simulation and risk management.

[image: image1.emf]Design

Products

Architecture

Products

Analysis

Products

Input

Design

Process

Architecture

Process

Analysis

Process

Vendor/SP

Selections

Equipment

Selections

Configuration

Data

Network

Blueprints

Component

Plans

Design

Boundaries

Design

Validation

Refined Risks

Vendor/SP

Equip Evals

Network

Layout

Model

Refinement

Risk Tracking

/Refinement

Topology

Selection

Technology

Selection

Equipment

Type/Class

Strategic

Locations

Component

Relationships

Architecture

Boundaries

Architecture

Validation

Refined

Risks

Evaluations

Relationship

Development

Model

Refinement

Risk

Assessment

Requirements Services

Requirements

Boundaries

Location

Information

Traffic Flows

Arch/Design 

Thrusts

Traffic Flow

Validation

Risk

Analysis

Requirements

Development

Traffic Flow

Analysis

Model

Development

Risk

Development

Problem

Statements

Initial

Conditions

Workflow

Data

Existing

Policies

Process Process Components and Products

Modeling/

Simulation

Risk

Management


There are some components that are essential, others that depend on the type of project, and others that provide additional value to the project, if you have time and resources. In the next figure I highlight what I would consider to be the minimal set of essential components to the process. 
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Why these components? Problem statements are fundamental to any project – you should always understand what problems you are trying to solve. You should also know what you are starting with – the initial conditions. As with problem statements, requirements are essential to the project. I also include the requirements boundaries, for determining when to stop adding requirements is important to stopping requirements creep. With this information you can evaluate topologies, technologies, and equipment types for your architecture, and continue the evaluations of vendors, service providers, and equipment for the design, and develop the design blueprints. I include risk development as part of the essential set of components. Even in the smallest and most basic of projects, doing a brief risk assessment and managing those risks is essential.

Although I leave out the architectural relationships, they are usually important if not essential to the success of the project. This is true even when the project is based on a single network function, for example, security. If you have a network security project (developing VPNs, perimeters, DMZs, defense-in-depth, etc.), you may think that the relationships between security and network management, performance, and routing may not be important, but indeed they are. In addition, you will want to understand the relationships within security, that is, between security functions. 

Relationship development consists of: architecture/design thrusts, strategic locations, component relationships, and component plans. I highlight these in the figure below, added to the minimal set of components from the previous figure.
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This is a common set of process components for most projects. There are times, however, when it is important to understand traffic flows. Indeed, since traffic flows are where all network functions – security, network management, performance, and routing – are expressed, this in becoming increasingly important in network projects. This includes workflow data, traffic flow analysis, location information, and traffic flows.

Another important but often overlooked set of components is modeling and simulation. This can provide critical information regarding your architecture and design, the implications of variations on an architecture/design, where bottlenecks can occur, and how to optimize your architecture/design. As discussed in the book, the downside of modeling and simulation is primarily the costs, in terms of personnel, time, and software. 

The set of process components is flexible. I recommend that you determine which components work best for you, and use only those that are essential for your project. By starting small and adding components as needed, you will better understand the flexibility and power of this process.

