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Capture files for selected chapters
Capture files (.cap or .pcap format) are the best way for interested readers to explore the operation of TCP/IP for themselves. Some organizations and courses charge quite a lot for these files. They are made available here at no charge for readers of The Illustrated Network. You will need wireshark or another standard capture reader to parse these files. Wireshark is available for free download at:

http://www.wireshark.org/ 
Chapter 1: Protocols and Layers

This chapter features a file transfer in Figure 1.4 that is quite long (60 frames) and complete. This is the entire capture file, but so early in the book, it is unlikely that beginners will feel comfortable with tracing the whole sequence. Nevertheless anyone can experiment with Wireshark (Ethereal) and practice resizing the windows, clicking to see more (+) or less (-) detail, and filtering out some frames or others.

Chap1_ftp.cap

Chapter 2: TCP/IP Protocols and Devices

This chapter does not use any capture files.
Chapter 3: Network Link Technologies

This chapter shows a couple of frames in Figure 3.2 from a home PC and a home Linksys router. In keeping with the philosophy of the book, this capture uses private IP addresses.

Chap3_homePC.cap

Chapter 4: IPv4 and IPv6 Addressing

This chapter does not use any capture files.

Chapter 5: ARP

This chapter uses a couple of capture files. Although not the capture shown in Figure 5.3, there is an ARP capture file available:

Chap5_arp_ipv4.cap.

In Figure 5.4, the capture shows how IPv6 uses Neighbor Discovery to perform ARP, and this is the capture file offered here: 
Chap5_icmp_nd.cap

Although ICMP is not discussed in full until Chapter 7, this is a first look at IPv6 in action.
Chapter 6: IPv4 and IPv6 Headers

This chapter uses the same FTP capture in Figure 6.2 as in Chapter 1. 
Chapter 7:  ICMP

This chapter uses a simple ping in Figure 7.2, but he capture is not available for down load. For the IPv6 in Figure 7.3, the form is the same as in the IPv6 capture for Chapter 5.
Chapter 8: Routing and Chapter 9: Fowarding IP Packets

These chapters cover routing and do not use any capture files.

Chapter 10: UDP and Chapter 11: TCP

These chapters have no capture files currently available for download. However, the behavior of TCP and UDP can easily be seen in the other capture files from later chapters. For example, Chapter 20 on FTP has several captures showing how TCP works. Chapter 24 on SNMP is a good source for UDP in action.
Chapter 12: Sockets

This chapter does not have any capture files currently available.

Chapter 13: Routing and Peering through Chapter 17: MPLS and IP Switching 
These chapters, on routing and multicast, do not have any capture files currently available.

Chapter 18: DHCP

This capture does not have any capture files currently available.
Chapter 19: DNS

This chapter shows a DNS server reply in Figure 19.5. The full capture file is available for download.
Chap19_dns.cap

Chapter 20: FTP

This chapter shows a passive FTP session using FreeBSD in Figure 20.2. The capture file is: 
Chap20_ftp_passive.cap (Note the typo in frame 14)
Figure 20.3 shows passive FTP using Linux. Note the difference in the port numbers. The capture file is:

Chap20_ftp_passive_Linux.cap

Although these are shown only embedded in the text, there are capture files available for active FTP:

Chap20_ftp_active.cap

Chap20_ftp_active_Linux.cap

Chapter 21: Email

The SMTP exchange shown in Figure 21.3 is available at:
Chap21_smtp.cap

The POP3 capture shown in Figure 21.8 is not available at this time.

Chapter 22: HTTP

The transfer shown in Figure 22.3 is available at:

Chap22_http_a.cap

The transfer shown in Figure 22.5 is available at:
Chap22_http_b.cap

Chapter 23: SSL

The exchange shown in Figure 23.10 is available at:

Cahp23_ssl.cap (frame 9 in the figure is frame 1 in the file) 
Chapter 24: SNMP

The exchange shown in Figure 24.2 is available at:

Chap24_snmp.cap (frame 14 in the figure is frame 4 in the capture file)

Chapter 25: SSH (Remote Access)

The exchange shown in Figure 25.7 is available at:

Chap25_ssh.cap

Chapter 26: MPLS-Based VPNs

The first 37 packets of the exchange shown in Figure 26.2 are available at:

Chap26_pptp_over_dsl.cap
Chapter 27: NAT

No capture files are currently available for this chapter.
Chapter 28: Firewalls

No capture files are used in this chapter.

Chapter 29: IPSec

No capture files are used in this chapter.
Chapter 30: VoIP

The first 711 packets of the VoIP call shown in Figures 30.4 and 30.5 are available (with different numbering) in:
Chap30_voip.cap

