Chapter 12: Sockets

1. In the closing Chapter 12 figure, two clients have picked the same ephemeral port for their FTP connection to the server. What is it about the TCP connection that allows this to happen all the time without harm?

The clients should different IP addresses. This prevents socket “collisions” because TCP connections run from socket to socket. 

2. What if the user at the same client PC ran two FTP sessions to the same server process? What would have to be different to make sure both TCP control (and data) connections would not have problems?

The client would have to choose different ephemeral ports so that at least one the fields determining the TCP connection (client socket + server socket) would differ when the sockets are put together to designate the connection.

3. What is the attraction of sockets as a programming tool?

Sockets add a level of abstraction to the network and allow programmers who know little about networking (for example, TCP and IP header fields) to treat the whole network similar to a file.

4. Why can’t the same type of socket interface be used for both TCP and UDP?

TCP is connection-oriented and must maintain a lot of connection state information that is irrelevant to connectionless UDP. 

5. Are fully-supported raw sockets an overstated threat to the Internet and attached hosts?

There is no easy or complete answer. Many long-time observers think the raw socket issue is overstated. To others, raw socket support just adds another concern to an already long list of vulnerabilities. Why add more?

