Chapter 19: DNS

1. How many questions (queries) are usually present in a DNS request?

In a query, the number of questions is usually 1 and the other three fields are 0. (A reply typically sets the number of answers field to 1 (or more), and the other two are 0.)

2. Is the message in the figure a query or a response?

It’s a “standard query response” (response). In the header, the QR 1-bit field is 1 (0 = query and 1 = response).

3. What are the host names of the client and the DNS server on the Illustrated Network that correspond to the IP addresses in the figure? 

IP address 10.10.12.166 is lnxclient, where we ran nslookup, and IP address 10.10.11.111 is winsrv1, the primary DNS server. Normally, these would be on the same LAN.

4. The flag field value is 0x8580. Is the DNS server authoritative for the zone?

0x8580 is bit pattern 1000 0101 1000 0000. The AA bit indicates whether the name server is authoritative for the zone. The QR bit is 1 (it is a response), the 4-bit opcode is 0000 (standard). The 5th bit is a 1 bit, which indicates that the name server is authoritative for the zone (1 = true).

5. Based on the flag field value, is recursion desired and available?

The next 3 bits are the TC bit, the RD bit, and the RA bit. The reply has not been truncated (TC bit = 0), the RD requests recursion (RD bit = 1), which is available (RA bit = 1). For completeness, after the 3 bits of pad (000), the final 4-bit field indicates no error (0000).
