Chapter 23: SSL

1. What port is used by https?

Port 443, the usual default TCP port, is used by https.

2. What version of SSL is used at the record layer?

SSLv2 is used at the record layer.

3. The capture says the “version” of SSL used is TLS 1.0. Why is that?

As shown in Figure 23-6, SSL and TLS are closely related. They both use the same well-known port. Many implementations of SSL support TLS. Ethereal often parses bits as “TLS” instead of the expected “SSL” in many places. So it is no surprised to see TLS referenced with SSL.

4. What message should be sent in response to a Client Hello?

SSL session establishment is notoriously variable, but the Server Hello, as shown in Figure 23-8, should follow a Client Hello.

5. Is SSLv2 DES encryption with SHA supported by the client? 

As the lines that reference SSLv2 show, only MD5 is supported by SSLv2 DES.

