Chapter 25: SSH (Remote Access)

1. What devices are communicating here? Is this message from the server to the client or in the opposite direction?

The lnxclient (10.10.11.177) host is communicating with router CE0 (10.10.11.1). This message flows from the router to the host.

2. What ports are used on the devices? Is one the usual SSH server port?

The host is using port 3333 and the router uses well-known port 22. This is the usual port for remote access (Telnet also uses port 22). 

3. What version of SSH is used? What type of message is parsed in the figure?

SSHv2 is used. The message parsed is a Key Exchange Init message.

4. What are the two server host key algorithms supported?

The two server host key algorithms supported are ssh-rsa and ssh-dss. 

5. How many compression algorithms are supported?

There are two in both the client to server and server to client direction: none and zlib compression. Note that, as in many security-related processes, “none” is considered a supported alternative.

