Chapter 27: NAT

1. What device has this capture been run on?

The capture was run on lnxclient (10.10.12.166).

2. What device is responding to the echo?

The responding device is using IP address 172.16.11.78. That’s about all that can be said.

3. What device sent the frame to 10.10.12.166?

As expected, the router CE0 (MAC address 00:05:85:88:cc:db) sent the frame carrying the packet sent back from LAN1. 

4. Is it possible to determine the host name of the device on LAN1 that responded to the echo?

Not by packet captures, which is the entire point of NAT.

5. The port numbers are not displayed in the listing. Based on the NAT configuration on CE0, should the port number be translated as well?

Yes, port numbers should be translated as well. The set services nat pool NATP-address-pool port automatic; configuration statement makes port translation automatic.
