Chapter 29: IPSec

1. What IPSec ESP mode is used in the figure: transport or tunnel?

Because the entire IP packet is encrypted, this IPSec Esp exmaple is using tunnel mode.

2. What IP protocol is being tunneled?

IP protocol 17 (UDP) s being tunneled.

3. What does the ESP trailer next header value of 4 indicate? 

The ESP trailer next header value 4 in tunnel mode is used to indicate that an IPv4 packet is between the ESP header and trailer.

4. Could NAT also be used with IPSec to both substitute the IPv4 addresses and encrypt them? 

There is no reason why NAT cannot be used in conjunction with IPSec, mainly because NAT really has nothing to do with security.

5. Is the SPI field encrypted? Is it authenticated?

As shown in Figure 29-9, the SPI is authenticated but not encrypted. The SPI is used to find encryption information so it is outside the encrypted field range.

