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    Welcome to  Microsoft Windows 7 Administrator’s Reference , the only Windows 7 book for 

system administrators written by system administrators. As you might have seen among the 

other books on the shelves or e-commerce sites, most books on Windows 7 are either for the end 

user or for administrators, but not for both. This is because most books are written by technical 

writers, who are not real-world system administrators and lack the understanding of a system 

administrator. As experienced system administrators, we know that you need to master not only 

how to use Windows 7 from an end-user perspective but also how to manage and eventually 

share your knowledge with your users. This book will cover everything you need to know to 

successfully plan, deploy, confi gure, manage, administer, and troubleshoot Windows 7 systems. 

We have deployed thousands of end-user machines and know what administrators are really 

looking for. Additionally, we offer multiple methods of accomplishing certain tasks, not just the 

way Microsoft dictates. 

 With that said, congratulations, by picking up this book, you have begun your journey of mas-

tering Windows 7. As opposed to Vista, most reviews for Microsoft’s latest operating system are 

very positive. In reality, and as you will soon see, Windows 7 is awesome! Not only will it be 

easier, quicker, and better to use for you, but it will also make business users more productive 

and effi cient. Windows 7 is more reliable, compatible, and secure. 

 On that note, security has become one of the biggest issues with end-user operating systems. 

Unlike other books that are dedicated to securing the operating system after the fact, this book 

considers security very seriously, showing you how to securely deploy and confi gure the operat-

ing system from the start. Since starting its security initiative, Microsoft has done an incredibly 

good job securing its latest products. 

 Windows users currently make up almost 90 percent of the desktop market; this means that 

more likely than not, you and your users will be migrating to this new and improved operating 

system soon. Some surveys also suggest that between 75 and 90 percent of corporations skipped 

migrating to Windows Vista in their enterprise environment. Taking this into consideration, we 

note that this book does not require Windows Vista experience, although it is recommended.   

 HOW TO USE THIS BOOK 

 This book can be your guide through the journey of Windows 7 administration from start to 

fi nish. You can begin reading from  Chapter 1 , “Introduction to Windows 7,” and go through the 

book chronologically to cover all of the topics a typical administrator would typically  encounter. 

Remember, this book is written by real administrators; we know what you need to know to sup-

port these systems. 

 Additionally, this book is a reference; you will be able to look for certain topics, fl ip right to 

them, and get on with your day.  

  Preface 
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 This book is for Windows end users and system administrators alike. We understand that to be a 

great system administrator, you also need to know how to use the operating system. Therefore, 

this book is tailored to a range of Windows users. Whether you administer a few computers in 

a home, home offi ce, or small to medium-sized business or hundreds or thousands of desktops 

in a large organization or public institution, this book is for you. With this book, you will learn 

everything you need to know about Windows 7 from the start, so that you may use and admin-

ister it for its life cycle.  

 HOW THIS BOOK IS ORGANIZED 
 This book will follow the fl ow an administrator generally takes with a new operating system. 

First, you will fi nd out what is new with the operating system. Then, you will install and/

or upgrade to it and begin using the new features – this phase generally involves navigating 

the desktop environment and networking/mobility. Following your experimentation with and 

acceptance of the new operating system, you will begin the planning and deploying phase of the 

new operating system in your environment. You will then need to be able to manage all the new 

deployments, implement security features, and troubleshoot the environment. All of these skills, 

when mastered, will make you an excellent administrator. Remember to share the knowledge 

with your users because it will help them help you!  

  CHAPTER 1 : INTRODUCTION TO WINDOWS 7 
 The fi rst chapter begins by introducing the new Microsoft operating system that was built 

on many of the new features of Windows Vista. Because Windows Vista was not the biggest 

success in Microsoft’s history, many lessons were learned and improvements were made to 

make Windows 7 the great operating system that it is. This chapter will introduce the hardware 

requirements and the difference between 32-bit and 64-bit computing. Next, the newest and best 

features of Windows 7 will be highlighted with quick  how-to  for referencing in the future.   

  CHAPTER 2 : INSTALLING AND UPGRADING TO WINDOWS 7 
 The second chapter in this book will walk the end user and administrator through the task of get-

ting Windows 7 on their systems. There are many different tasks and methods to reach this goal, 

and they depend heavily on the individual deployment scenario – whether it is a new system, 

upgrade, refresh, or replace, this chapter will describe the process to go about it. It is critical for 

an administrator to learn and understand the deployment process for Windows 7 because it has 

been changed from earlier versions of Windows. Furthermore, understanding a single system 

deployment will assist in an enterprise-wide deployment.   

  Introduction  
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  CHAPTER 3 : DEPLOYING WINDOWS 7 IN AN 
ENTERPRISE ENVIRONMENT 
 Deploying Windows 7 across an entire organization or environment does not have to be so 

daunting. This chapter will provide the knowledge and references required to make deploying 

Windows 7 easier and quicker for both the administrator and end users. Every environment 

is different, making it tricky to provide a step-by-step guide. Instead, this chapter will intro-

duce you to tools and methodology for deploying Windows 7 in an enterprise environment. In 

case we do not mention a specifi c task, there are many references to online documentation to 

assist you.   

  CHAPTER 4 : THE NEW WINDOWS 7 DESKTOP ENVIRONMENT 
 The new Windows 7 desktop environment is the biggest difference the end user will see when 

using Windows 7. This chapter focuses on all those changes, and introduces the end user and 

administrator to new features and how to use them. Many of the new features, including the new 

user interface, Windows Aero, Internet Explorer 8, and Windows Explorer, are core features 

of what makes Windows 7. The administrator must master these features in order to properly 

confi gure the user desktop environment, and end users also need to master them to be effi cient 

and productive when using the Windows 7 system. Applications make Windows the operating 

system it is today by allowing a range of productivity software to be used on Windows 7. User 

Account Control is one of the biggest features related to Windows 7, and it is explained in 

depth in this chapter to allow an administrator to deploy applications without issues. Many of 

the items in this chapter will need to be passed on to your users, and mastering them will make 

that easier.   

  CHAPTER 5 : MANAGING THE WINDOWS 7 
DESKTOP ENVIRONMENT 
 This chapter focuses on managing the Windows 7 environment from the system itself. Microsoft 

provides many tools for local system administration, and these are introduced and referenced 

in this chapter. More administrative tasks such as managing devices and drivers and managing 

disks and fi le systems are the core of this chapter because they are tasks performed to manage 

the Windows 7 desktop environment. This chapter will serve as a great reference when trouble-

shooting and working with drivers, devices, printers, and fi le systems.   

  CHAPTER 6 : NETWORKING AND MOBILITY 
  Chapter 6  will fi rst introduce the administrator to Transmission Control Protocol/Internet Proto-

col (TCP/IP) in Windows 7 and Microsoft’s next-generation TCP/IP stack, which uses both IPv4 

and IPv6. Other new features in Windows 7 networking include network location and network 
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discovery that allow easier networking for end users. The Network and Sharing Center provides 

a centralized location to perform almost all network-related tasks. The same is true for mobile 

users with the Mobility Center and wireless networking. HomeGroup will be referenced as well 

for users and administrators working in home networks. Power management is also covered in 

this chapter because it plays a large role when dealing with mobile systems. Finally, Windows 7 

enhancements with Windows Server 2008 R2, including DirectAccess, Branch Cache, and VPN 

Reconnect, will be introduced.   

  CHAPTER 7 : MANAGING WINDOWS 7 IN AN 
ENTERPRISE ENVIRONMENT 
 Most administrators will be working with Windows 7 in an enterprise environment. Microsoft 

has improved a multitude of tools for easily and quickly performing these tasks. This chap-

ter will look at Group Policy and PowerShell, two of the most powerful tools for managing 

 Windows 7 systems in an enterprise environment. Like  Chapter 3 , “Deploying Windows 7 in 

an Enterprise Environment,” not every scenario or environment is the same, so managing many 

computers will not be exactly the same for each administrator. Therefore, this chapter will pres-

ent the tools and methodologies for using the most common tools.   

  CHAPTER 8 : SECURING WINDOWS 7 
 Microsoft and security have never been closely associated. Windows Vista showed huge 

improvements on Microsoft’s side to improve security in the desktop. Windows 7 has improved 

on those steps and proves to be the most secure desktop operating system released by Microsoft. 

This chapter begins with user accounts and access rights in Windows 7 and then moves to pro-

tecting the system. The Action Center will be used to manage antivirus, antispyware, Windows 

Updates, and User Account Control. Biometric devices will be referenced. Internet Explorer 8 

has many security features that will need to be relayed to your users, and AppLocker keeps great 

control of installed applications. BitLocker and BitLocker to Go offer drive encryption, while 

Encrypted Files System protects the fi le system. Other new features such as DNSSec, Windows 

Filtering Platform, and Certifi cates will also be reviewed in this chapter.   

  CHAPTER 9 : VIRTUALIZATION AND WINDOWS 7 
 Virtualization is one of the newest and favorite technologies for system administrators. Windows 7 

allows both running the system in a virtualized environment and running a virtual machine 

within the Windows 7 system. This chapter will look at running Windows 7 as a virtualized 

desktop with technology like Virtual Desktop Infrastructure. It will also focus on Windows Vir-

tual PC and XP Mode, which allows a virtual instance of Windows XP to run within Windows 7 

for software compatibility.   
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  CHAPTER 10 : WINDOWS 7 TROUBLESHOOTING AND 
 PERFORMANCE TOOLS 
 Troubleshooting has traditionally been one of the main tasks of administrators. Microsoft 

attempts to change that by making Windows 7 easier than ever to troubleshoot. This chapter 

will introduce troubleshooting and performance tools. Using these tools correctly will reduce 

the time it takes to troubleshoot issues within Windows 7. Some of the features in this chapter, 

such as the Problem Step Recorder, need to be relayed to your users to help them help you 

troubleshoot issues.    
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