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Preface

You can find books written by hardware engineers teaching hardware engineers how to
design hardware. You can find books written by firmware engineers teaching firmware
engineers how to write firmware. This book is written by a firmware engineer but is
directed primarily to hardware engineers.

Many engineers have experienced problems when trying to get firmware working on
hardware. They are designed generally in isolation from each other and then are expected to
work when brought together. But problems and defects appear. At times it is unknown
where the defect is located—in hardware or firmware, or maybe the documentation.

There is very little written about how to get hardware and firmware to work well together.
This book attempts to fill that niche. It addresses the interface between the hardware and
firmware domains and provides practices that will reduce the time and effort required to
produce an embedded systems product. It covers all aspects of development surrounding the
hardware/firmware interface, including the process of development, the high-level design,
and the detailed design.

A key feature of this book are the 300+ Best Practices that give detailed instructions for
various aspects of the development process and design. These best practices apply perfectly,
but only for a given situation. They should be scrutinized for applicability in a given
situation. Throughout this book, the emphasis is for engineers to develop their own set of
best practices. They may start with these 300, but the set should evolve to be made their
own, as this increases the likelihood of success within their organization.

To help engineers understand the 300+ Best Practices, and to help them create their own
set, Seven Principles are presented that provide overarching guidelines and direction. These
principles, when internalized, will help engineers work in the right direction, even if there is
no specific best practice for that situation. Following the Seven Principles and 300+ Best
Practices will improve the design teams’ ability to produce successful embedded systems
products.

© 2010 by Elsevier Inc. All rights reserved. x



Chapter Summaries

The following chapter summaries provide an overview of the book and help the reader to
navigate through the book.

1. Introduction: This chapter establishes the foundation for the book. It discusses various
types of hardware and how they impact the hardware/firmware interface. It defines
principles and best practices, the target audience, and the product life cycle. It also
presents a case study used throughout the book.

2. Principles: This chapter presents the Seven Principles and provides a high-level view
and reasoning for the direction of this book. Understanding these principles is key to
understanding why the best practices are stated as they are.

3. Collaboration: Of key importance to the success of an embedded product is the proper
and sufficient collaboration between hardware and firmware engineers. This chapter
defines roles and processes in such an effort.

4. Planning: Before starting a project, planning must be done to determine and agree what
direction should be taken with the new product. This chapter covers several areas that
should be visited when planning a new project.

5. Documentation: Most engineers assigned to write documentation do not like the task.
And most engineers reading documentation get frustrated with incomplete and incorrect
documentation. This chapter discusses the types of documentation, when to write them,
how to review them, and what types of details to include in them.

6. Superblock: This chapter introduces the concept of a block that can do everything
within its own domain. It discusses why a superblock is good and how to set it up to be
used where needed. But it also discusses the reality of practical limitations and how to
handle those.

7. Design: Various design aspects are discussed in this chapter, such as events, power-on
sequences, communication, and control.

8. Registers: Registers are the fundamental interface between hardware and firmware. This
chapter discusses them in great detail, including addresses, bit locations, and types of bits.

9. Interrupts: Given a lack of consistency among interrupt designs used in the industry,
this chapter focuses in great detail how interrupts from hardware into firmware should
be managed. This chapter also contains a proposal for an interrupt standard and
discusses the proposal in detail.

10. Aborts, etc.: Too often very little thought is given to errors and how to recover from
them. This chapter discusses design elements necessary to allow firmware to abort
hardware operations, recover, and resume processing.

© 2010 by Elsevier Inc. All rights reserved. xi
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11. Hooks: Logic analyzers cannot probe the internals of a chip but knowledge of what is
occurring inside is important when trying to get firmware working on hardware. Having
firmware-accessible hooks inside the chip allows firmware to retrieve information for
engineering analysis. This chapter contains many possible hooks that could be included.

12. Conclusion: This chapter wraps up the book. It also contains a couple of cartoon
illustrations used to help illustrate the concepts in the book.

Appendices

A. Best Practices: This appendix collects all the best practices in the book into
one place.

B. Block Specification: This appendix is a documentation template as explained and
described in Chapter 5, Documentation.

C. Using This Book in a University: This appendix provides suggestions on how to
use this book to teach hardware and firmware engineering students that have to
work together on a project.

D. Glossary: Given that this book addresses two different engineering disciplines,
hardware and firmware engineering, it covers terms from one domain that might
not be understood by the other.

Conventions Used in This Book

The bulk of the text in this book discusses the concept at hand. Interspersed in the text are
one or more of these elements: figures, listings, register maps, best practices, and tales from
the trenches.

Figures

Figure 0.1 is an example figure.

Firmware Listings

Listing 0.1 shows an example listing of firmware source code written in C.

BA C

Figure 0.1: Example figure.
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Hardware Circuits

A few hardware circuits are illustrated in the book. Both a schematic drawing and its
equivalent Verilog listing will be given. Figure 0.2 is the schematic and Listing 0.2 is the
corresponding Verilog code for an example circuit.

Register Maps

This diagrammatic form is used in discussions about registers, how various bits are mapped
into the register, and the mode of operation and reset values of these bits. A detailed
explanation of this format is given in Chapter 5, Documentation.

MSB Daily Register – 0x0004 LSB

Bits 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

R/W - - - - - - - - - - - - - - - - - - - - - - - - - - - - - C B A

Reset 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

A This bit means one thing.

B This bit means another.

C And this bit means something else.

Best Practices

The book contains 300+ Best Practices related to the concepts being taught. In addition to
presentation throughout the book, these practices are collected in Appendix A, thereby

Listing 0.1: Example C code listing.

/* Read the current list of pending interrupts */
interrupts = *interruptRegister;

C
A

B

Figure 0.2: Schematic for example circuit.

Listing 0.2: Verilog code for example circuit.

// A simple AND gate.
assign c = a & b;
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providing a concise checklist that can be used during chip design projects. They are also
provided in a spreadsheet available online at the publisher’s website, elsevierdirect.com/
companions, and at the author’s website, garystringham.com/hwfwbook.

Each best practice has an ID number, X.Y.Z, which is used in the body of the book, in
Appendix A, and in the spreadsheet.

þ Best Practice

1.1.1 Best Practices of Hardware/Firmware Interface Design.

Like the book, the Excel spreadsheet database is copyrighted material. Purchasers of this
book are entitled (and encouraged) to start with the database and modify it to suit the needs
of their design team, but some restrictions apply. See Appendix A for more details on the
database and its copyright permissions.

þ Best Practice

1.1.2 Copyright © 2009, Gary Stringham & Associates, LLC. All rights reserved. Do not
distribute beyond your team.

Tales from the Trenches

Scattered throughout this book are real-life stories that help illustrate the impact of the topic
at hand. These are stories from real engineers (mostly me) in the trenches, working away
designing and solving problems. The following is an example tale (not a real one).

& Tales from the Trenches

I remember hearing a story from a friend of a friend, who heard that an engineer had said
that he heard a manager tell her subordinate that–according to the rumor she had heard–it
was already broken to start with.

Companion Website

This book has a companion website at elsevierdirect.com/companions/9781856176057,
where you will find links to the spreadsheet database for the 300+ Best Practices, the
document template discussed in Chapter 5, Documentation, and other related content. Please
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visit the author’s website at garystringham.com/hwfwbook for the same tools, plus
additional links to his work in this area and details of how to contact him directly.

How to Contact Me

If you have any questions about the content of this book or about your hardware/firmware
interface design, feel free to contact me at gary@garystringham.com.
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