Chapter 2: TCP/IP Protocols and Devices

1. What is the main function of the ARP message on a LAN?

The main function of ARP is to provide a method for IPv4, which technically knows only about packets, to find out the proper data link layer address to place in the frame header destination field. On LANs, this is the MAC address. Without this address, the link beneath the IP layer could not deliver the frame containing the IP packet to the proper destination. (IPv6 does not use ARP: IPv6 uses multicast for this purpose.)

2. What is the difference between TCP and UDP terms of connection overhead and reliability?

TCP is a reliable layer added on top of the best-effort IP layer and uses packets to establish connections before application data in segments is sent. UDP is as best-effort as IP itself, and UDP data units are called datagrams that require no connection setup packets before sending data. 

3. What is a transparent bridge?

A transparent bridge connects Ethernet LANs and performs filtering (silently dropping frames it should), forwarding (forwarding frames based on destination), and flooding (sending frame everywhere when necessary) of frames based on their MAC layer addresses.

4. What is the difference between a bridge and a router in terms of broadcast domains?

Bridges operate at the data link layer and normally deliver frames within the same broadcast domain based on MAC address. Routers operate at the network layer and deliver frames across different broadcast domains based on network address.  

5. What is the relationship between a broadcast domain and a VLAN?

VLANs establish their own broadcast domains based on something other than simple physical connectivity, such as the VLAN tag. VLAN systems can belong to different, the same, or even multiple, broadcast domains. Each virtual bridge configured in the LAN switch establishes a distinct broadcast domain, or VLAN.  

