Chapter 5: ARP

1. Why can’t the same address structure and value be used for network layer and hardware addresses?

In IP, the network layer address is most often globally unique and is 32 bits (IPv4) or 128 bits (IPv6). On WANs, the data link layer address field is usually much smaller, for destination only, and of local significance.  On LANs, the data link layer address field is usually 48 bits, but 24 bits are used as the organizationally unique identifier, leaving only 24 bits for global uniqueness. In short, IP addresses are longer than the available data link layer addresses.

2. Why do ARPs have to pass through bridges, but should not pass through routers?

Bridges create a unified broadcast domain at the dat alink layer and must pass frames back and forth, which means ARP messages must also pass back and forth to find these data link layer addresses. However, routers establish their own broadcast domains and generally do not pass ARP messages from interface to interface (although ARPs are used on each individual interface).

3. Why does a receiver place the sender’s MAC address in it’s own ARP cache?

The receiver places the sender’s MAC address in it’s own ARP cache so that it does not have to ARP when if it replies to the sender.

4. What is Proxy ARP used for?

Proxy ARP allows a router that replaces a bridge to respond to ARP requests directly with its own MAC address, without having to propagate the ARP packets onto other LAN segments. Hosts then send frames to the router, but act as if they are sending the frames directly to the destination host. Proxy ARP makes sure that the router receives the frame, just as with indirect delivery.

5. What is the advantage of using multicast groups instead of broadcasts for address resolution?

Many routers today forward packets in hardware, but broadcasts have to be processed by software. Using multicast groups, IPv6 routers can ignore the numerous ARP messages sent from host to host on a LAN. This makes the use of the network resources with IPv6 more efficient.

